Camera Use:
Ethical Questions & Considerations

The use of cameras and surveillance equipment in support services raises ethical questions.
Here are some considerations and questions to address before using cameras/CCTV.

e What is the purpose of camera use? Is it truly to support the person, or
primarily for surveillance or risk avoidance?

e What is the actual effect on the person’s quality of life, independence, and
sense of security?

e Are cameras being universally implemented on an organizational level, or
on an identified, individualized, assessed need?

e Are cameras located only in common areas like the kitchen, hallways,
living room, etc?

e How do cameras impact those living in the home?

e Are cameras present in every home or setting? If not, what criteria
determine their use?

e What data or evidence supports the need for cameras in this particular case?

e How does camera use affect staff morale, trust, and daily interactions?

e Are people receiving services educated on their rights related to privacy and
surveillance?

e Are staff trained in rights promotion, privacy laws, ethical use of
surveillance, and the emotional impacts of being watched?

e Are there safe mechanisms for people to express concerns or challenge
surveillance?
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e Who can view live or recorded footage?
o How is that access determined?
o Under what circumstances can the footage be viewed?
e Where can the footage be accessed?
e Are people aware of who has access to the footage? If not, why?
¢ Is there informed consent from the person receiving services and, when
appropriate, legal representatives?
e What happens when a person does not give consent? How are their rights
still being respected?

Who controls the camera? Can the person receiving support turn it on/off?
Are the camera functions accessible based on the person’s needs?

Can the person demonstrate how to use it?

Are people supported in exercising their rights related to technology and
surveillance?

e How is footage stored, secured, maintained, and deleted by the organization
providing the technology?
o What safeguards ensure confidentiality?
o Is there aretention schedule and destruction protocol?
¢ Are there policies and procedures that:
o Clearly define who can access footage and for what purpose?
o Specify how breaches will be addressed?
o Are monitored regularly for compliance and accountability?

( QI Learn more about ethical practices in camera and CCTV use: E'






